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Your Business Outcomes You Are Focused On

Secure Remote 
Access

Amazing 
Application 
Experience

Protection of ALL 
Users, Applications 

and Devices

Protection of all 
Data
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Zero Trust is based on 5 widely accepted principles

Enforce least privilege policy 

Identify and verify user, device, and app

Apply holistic security inspection

Analyze and enforce all data access and movement
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All Users

All Devices

For Every Connection…

Enhance and optimize user and operational experience5

All Apps

All Data

All IOT
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Revolutionize Network Security with Precision AI
Precision AI

Detect and Prevent in Real Time
Analyze real network traffic inline and instantly stop known, 
unknown, and highly-evasive threats to prevent patient zero

Improved Accuracy Using High-Fidelity Data
Models continuously train on rich shared threat data from 70K+ 
customers and AI-driven threats to identify advanced and  
never-before-seen threats

Consistently Delivered Everywhere
Comprehensive and real-time protection from all types of 
threats delivered consistently via a robust global infrastructure

High-Fidelity
Threat Data

Accurate and Real-
Time Verdict

Generative AIDeep LearningMachine Learning

NGFW
HW, SW, Cloud

Prisma Access
SASE
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Comprehensive App Dictionary with 500+ GenAI apps and 60+ attributes 

ACCESS 
CONTROL

GenAI Platforms

GenAI Enterprise Apps

GenAI-enabled Apps

Single-pane-of-glass Visualization & Reporting

DATA-IN-
MOTION 

CONTROLS

DATA-AT-REST 
CONTROLS

AI SECURITY 
POSTURE MGT

AI SECURITY 
BROKER

Hardware Firewalls Software Firewalls
Enterprise Browser SASE (Prisma Access)

AI Security Services

AI Access Security
Understand and secure employee access and usage of both sanctioned and 

shadow AI

Google Gemini

ChatGPTPerplexity Anthropic

Microsoft Copilot

Jasper Grammarly

Github Copilot Salesforce AI

Shopify Magic

Adobe Creative Cloud

Hubspot AI
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Holistic Data Security

DATA 
SECURITY

Prevent sensitive data loss on 
managed and unmanaged devices

Discover, monitor and protect sensitive 
data at-rest in public cloud storage

Gain visibility into GenAI apps and 
mitigate the risk of sensitive data loss 

Inspect and enforce inline 
policies on email traffic at scale

Protect enterprise data inline and at-
rest across SaaS applications

Enable device and data controls for USB, 
print, network shares and more

SaaS

Endpoint

Browser

CloudGenAI

Email

Network

Protect data in-motion across every network, 
including branch offices and mobile users
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The Industry’s Most Comprehensive SASE Solution

Prisma Access |  Prisma SD-WAN

Home

SaaS CloudInternet

BYOD

Data CenterAI Apps

Strata Cloud Manager
Unified Management 
and Operations

Best-In-Class 
Security and 
Exceptional User 
Experience

SASE Components

Office IoT/OTBranch

SaaS CloudInternet Data CenterAI Apps

Prisma Access
Browser

AI Access
Security

App
Acceleration

AI-Powered
ADEM

Data
Security

RBI
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SERVERS & IOT

Explicit Proxy, Tunnel & Hybrid Modes

MANAGED 
DEVICES

BRANCHES

Agent based

SD-WAN, IPsec tunnels

Unmanaged Device Access

Enterprise Browser

Explicit Proxy

Proxy Auto-Configuration Files
PAC

UNMANAGED 
DEVICES

MANAGED 
DEVICES

CONTINUOUS
SECURITY

INSPECTION

CONTINUOUS 
TRUST 

VERIFICATION

User-ID

Device-ID App-ID

Our Customers Deserve Complete Security and 
Flexibility 

AI Apps

Internet

SaaS

Cloud

Data 
Center

Prisma Access:
Delivering on the
Vision of ZTNA 2.0

● Least-Privilege 
Access

● Continuous Trust 
Verification

● Continuous Security 
Inspection

SECURES
ALL APPS
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This is Why Prisma Access Browser is Unique 

SaaS

Internet

Cloud

Data Center
Prisma 

Access Browser

● Chromium-based

● Native UX

● No admin privileges required

● Unified visibility, single policy 

Available on

enterprise browsers will be the core platform for delivering workforce productivity and security 

software on managed and unmanaged devices for a seamless hybrid work experience.   

Gartner

BY 2030
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ADEM AIOps: Achieve Proactive Incident Management

Correlation and Impact 
Analysis 

Playbook Driven 
Remediation • Fast resolution

• Mitigated risk

• Reduced costly 
downtime

Automated Incident Lifecycle

32

Positive Outcomes

Failure Event 1 

Failure 4 

Failure 3

Failure Event 2 

Root Cause 
Analysis 

1
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End to end 
application 
availability 
and 
performance 

Wi-Fi

ISP

Have An End-To-End View Of Everything Impacting 
End User Experience With ADEM

User
Work Laptop

Internet

SaaS Apps

Enterprise Apps

On the Go

Home

Branch

Apps

Users Router

Router

Devices

End-point visibility WiFi monitoring

Proactive visibility across all paths

App Experience visibility 
of all devices in the branch

ISP monitoring

Prisma 
Access

Local network 
monitoring
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Recognized as a Leader
in the 2024 Gartner® Magic Quadrant

for Security Services Edge (SSE)

Recognized as a Leader 
in the 2024 Gartner® Magic Quadrant

for Single-Vendor SASE

Gartner, Magic Quadrant for Single-Vendor SASE, Andrew Lerner, Jonathan Forest, et al., 16 August 2023. Gartner, Magic Quadrant for Security Service Edge, Charlie Winckless, Aaron McQuaid, et al., 10 April 2023. Gartner, Magic Quadrant for SD-WAN, 30 September 2024, Andrew Lerner, Jonathan Forest, Neil 

MacDonald, Charlie Winckless  GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark of Gartner, Inc. and/or its affiliates and are used herein with permission. All rights reserved. This graphic was 

published by Gartner, Inc. as part of a larger research document and should be evaluated in the context of the entire document. The Gartner document is available upon request from Palo Alto. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise 

technology users to select only those vendors with the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, 

including any warranties of merchantability or fitness for a particular purpose.

Recognized as a Leader
in the 2024 Gartner® Magic Quadrant

For SD-WAN

The Only Vendor Named a Leader in SD-WAN, SSE, and 
Single-Vendor SASE MQ Reports
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Your Business Deliveries We Are Focused On

Secure Remote 
Access

Amazing 
Application 
Experience

Protection of ALL 
Users, Applications 

and Devices

Protection of all 
Data



© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.© 2023 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.


	Slide 1: AI-powered  Network Security
	Slide 2: Your Business Outcomes You Are Focused On
	Slide 3: Zero Trust is based on 5 widely accepted principles
	Slide 4: Revolutionize Network Security with Precision AI™ 
	Slide 5: AI Access Security Understand and secure employee access and usage of both sanctioned and shadow AI   
	Slide 6: Holistic Data Security 
	Slide 7
	Slide 8: Our Customers Deserve Complete Security and Flexibility 
	Slide 9: This is Why Prisma Access Browser is Unique 
	Slide 10: ADEM AIOps: Achieve Proactive Incident Management
	Slide 11: Have An End-To-End View Of Everything Impacting  End User Experience With ADEM
	Slide 12
	Slide 13: Your Business Deliveries We Are Focused On
	Slide 14

