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Welcome!

Solutions Engineer
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Who are Pointsharp?

European security company
Security made easy

Founded 2006
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MAIN

CAPITAL PARTNERS

secmaker Cryptshare

2021 2022

Growth strategy

Broaden product offering
Geographic presence

European security vendor



User-friendly Easy to manage Flexible



The digital
workplace




When it was easy
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The new user




Some of the challenges

Keeping identity data in sync
On-prem and cloud access
MFA for all applications

Hard to audit




This results in

Increased Worse user Higher security
administration experience risks



Source: According to Verizon, IBM and Ponemon institute Report
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A solution should:

Automate & centralize
manhagement

Mitigate human risk factors

Unify user experience

Help with compliance




S steps to create a secure
digital workplace
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Identities

Automated lifecycle management
Single source of truth

Good role management
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AcCCessS

Unified access for all applications
Smart access controls

Single sign-on




Authentication

Consistent user experience
Flexible authentication methods

Phishing resistant alternatives




Compliance

Segregation of duties
Trusted and easily accessible audit trails

Automated checks and reporting




Digital workplace

Modernized on-prem access for remote work
Secure communication

User-experience in focus
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Identities Access Authentication Compliance Digital workplace




Authentication
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Identities Access Compliance Digital workplace




Identities Access Compliance
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Authentication Digital workplace




Made for your needs



Security made



Pointsharp’s solutions portfolio

Flexible IAM and digital workplace solutions

) Identity Lifecycle Management

<
o‘_’; Access Management
[Z2] PKI Management

1 Secure Information Exchange

A\ Identity Governance for SAP



Pointsharp’s solutions portfolio

Flexible IAM and digital workplace solutions

) Identity Lifecycle Management

<

A\ Identity Governance for SAP

B Access Management
[Z2] PKI Management

] Secure Information Exchange



Pointsharp ILM

Centralize and automate identities

Automate workflows

Single source of truth

Stay compliant

Fast implementation




IGA for SAP

Full control and oversight in one tool

Own SAP role engine

Compliance & SoD checks

User-friendly self service

Centralized identity
management
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System audits

E0
Sync with
other systems

Pointsharp IGA

for SAP
O

Automated
Authorization
concepts
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controls
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management
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Emergency
access
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Automated role
reduction



Quick Checks

SAP compliance check
SAP role reduction
S4/HANA readiness
Authorization robot

Microsoft security check

Start the check

>

Get recommended changes

.. Change Y parameter to to Z

.. Conflict found, change role for X

.. Critical change needed to authorization
.. Switch Role X with Y & delete Z

Implement the changes to
save time, money and get a
more secure IT environment.



Access
Management

Easy & secure access to the workplace

Single signh-on

Flexible authentication

Centralized management

Make on-premises modern

A

Your user’'s physical identity
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Toghinoghior the user

Your cloud & on-prem applications



PKI Management

High security authentication made easy

Complete package

Single pane management

Custom workflows
Self-service

PKl-as-a-Service
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PKI Management

Simplify management of your YubiKeys

Single pane management
Quick deployment
Fast mass enrollment

User self-service




PKl-as-a-Service

Everything you need in one package

High security PKI
Lifecycle management
Client software

Easy start up & scaling




Secure Information
Exchange B A D

Inside and outside the organization

Ad-hoc sending E @

Email client integration

Audit trails

APl and automation &)} %k % %




%) POINTSHARP Use case - Hanna Stark

Hanna the nurse

Utilizing the products



Happy users are
secure users

Follow Hanna’s
journey
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Define Hanna

Biometrics

e Mobile

« Computer

« Secure identity

« Access rights



Identity Lifecycle
Management

Automated On-, off-, and
cross boarding

Role Management

Maintaining user processes

Compliance

Onboarding

Offboarding



of a new user

Personal information
New Person ‘

Hanna Stark
Summary Accesses

PERSONAL INFORMATION

Other information Show
Person Type *
Active tokens Hide

Company
Token serial number Template name Valid up until

First Name Hanna ‘ Yub

Last Name * Ctark

Name * Hanna Stark

Initiz I hsta

Employee Id



Shared
workstations
with no risk

Shared devices




VDI session roaming

Seamless User Experience
Enhanced Mobility

Improved Security and
Centralized Management




VDI session roaming

For Hanna Stark

Patient room:

X-Ray room:




CASSETTE
TRANSFER
CABINET
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Passwordless logon for all
common tokens

Mobile app  Security key



and data transfer

5} Cryptshare Attachment-Manager

From w

@ Cryptshare

®

Send with Email
Cryptshare |classification ¥

No Classification

® Cryptsl

Public Patientdata
Use this classification
for Large files

Hello
Sensitive data

Use this classification
to encrypt your e-mail

Please look at this x-ray from patient x.

ind regards

Hanna Stark

Strictly Confidential

This classifaction is for
LEVEL 1 documents [/}

Send me a file or encrypted email via ¢




Remember

Unify & centralize

e




Kahoot time

Go to:

Kahoot.it
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Thank you for listening!

Lukas Baart

Solutions Engineer

o

\:?

Lukas.baart@pointsharp.com
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