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Agenda
Understanding the world where we’re going

2 Getting the ultimate visibility in place

3 Hunting the Unknown Unknown
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“There are known knowns; there are things we know we 
know. 

We also know there are known unknowns; that is to say 
we know there are some things we do not know. 

But there are also unknown unknowns - the ones we 
don't know we don't know.”

Donald Rumsfeld during a Pentagon news briefing in February 2002
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Everyone is talking about visibility.

But what is visibility?
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Visibility is only two things

1. What is connected

2. What are they doing

The Foundation
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Network always knows what is connected
but do you care?
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1. What is connected

ISE
You control the network You control the ApplicationZero Trust
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Cisco ISE

• Single ISE Evaluation

• Distributed ISE

• VM/Appliance/Cloud

Endpoints

• Users

• Devices

• Things

Security Services

• Cloud Analytics
• Secure Firewall
• Partners

Identity Services

• Azure/AD/LDAP
• MDM
• SAML/MFA

ISE

Network Devices

• Switches

• WLCs / APs

• VPN
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SaaS, Cloud, On-premise, 
Public, Private, Hybrid

Risk Based Authentication

CORPORATE 
RESOURCES

Authenticate Users Verify Devices Enable Access

• MFA

• Passwordless

• Employees, contractors, 
vendors, external 3rd 
parties, etc.

• Device Trust

• Device health & compliance

• Mac, Win, iOS, Android, 
BYOD

• Single Sign-On (SSO)

• VPN-less remote access

• All apps – cloud, 
on-prem and private
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John connected via Switch-SJC01

Bob connected via ”CORP” AP-SJC03

Guest
Bob

Contractors
John

Duo Auth Proxy
On-premise

Microsoft 
Active Directory

2nd Factor Auth

Employees
Alice

Alice connected via SJC-VPN-2 

Duo Cloud Service

ISE
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Money Skills Buy ISE & Duo

SkillsMoney

SkillsMoney

Buy 24/7 Cisco MXDR 

Get
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SkillsMoney
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Visibility is only two things

What is connected

2. What are they doing

The Foundation
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Network always knows what is happening
but are you listening?



19© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Cisco Confidential

2. What are they doing

Analytics at the Cloud
Plus, the Cloud Networks

Isolated Network

Network Analytics
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Collect and Analyze Network Metadata

Admin Data centerNetwork UsersMobile Users

On-premises network

See 
every conversation

Understand what is 
normal

Be alerted to
change

Know
every entity

Respond to 
threats quickly



21© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   



22© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   



23© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   



24© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   



25© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   



26© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential   

Cisco Confidential

Money Skills Buy Network Analytics

SkillsMoney

SkillsMoney

Buy 24/7 Cisco MXDR 

Get
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SkillsMoney
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Visibility is only two things

What is connected

    What are they doing

The Foundation
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Visibility is only two things
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In a world of Unknow Unknowns 

You need really good forensic tools

Let’s explore an example
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Case we had earlier
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Money Skills Buy the Sandbox etc.

SkillsMoney

SkillsMoney

Buy 24/7 Cisco MXDR 

Get
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Naturally, you can forget everything I said
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