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What is IBM QRadar SIEM?
It turns events into offenses



How does it 
do it?

Via correlations!



Insiders monitoring is free!



(Network) traffic monitoring is important!

VS



Free applications!

• Enhancements

• Integrations

• Rule sets



• Is POC in 1 hour possible?

• 180 OOTB rules

• Log source autodetection

Quick deployment



How many integrations do we have?



What do others say?





• 60% of attacks are identity-based
• At least ☺

• https://www.welivesecurity.com/en/cybersecurit
y/year-review-10-biggest-security-incidents-2023

• https://www.securitymagazine.com/articles/9871
6-the-top-10-data-breaches-of-2022

• 2024 update:
• https://www.cloudrangecyber.com/news/analyzin

g-the-2024-ticketmaster-breach

• “Hackers do not break in, hackers log in”

What is the most 
popular attack vector?

https://www.welivesecurity.com/en/cybersecurity/year-review-10-biggest-security-incidents-2023
https://www.welivesecurity.com/en/cybersecurity/year-review-10-biggest-security-incidents-2023
https://www.securitymagazine.com/articles/98716-the-top-10-data-breaches-of-2022
https://www.securitymagazine.com/articles/98716-the-top-10-data-breaches-of-2022
https://www.cloudrangecyber.com/news/analyzing-the-2024-ticketmaster-breach
https://www.cloudrangecyber.com/news/analyzing-the-2024-ticketmaster-breach


Why is that?



So 
Ticketmaster/Snowflake 

does not use PAM or MFA?

So why they didn’t use it?



Hence, two important questions

• Do I use PAM/MFA/etc in every 
case?

• Will I know if somebody not 
uses PAM/MFA/etc

• ISPM

Identity Security Posture Management

• ITDR

Identity Threat Detection and Response



Introducing new ITDR/ISPM tool from IBM!
Verify Identity Protection



How does it work?



Why would I need it?



Why else?



Why else?



Why else?



… and 28 more use cases

And all can be customized with parameters, e.g.



Is it easy to deploy?

• SaaS (not only?)

• Just connect SIEM, AD, 
IdP…

• … and more sources 
optionally



But I can do this in my SIEM

So why still 60% of 
attacks use identity 
exploitation?



But my identity system is ITDR

Indeed, every IdP has 
ITDR capabilities





Remember     
“Zero Trust”?

• Do not trust me

• Challenge me to prove 
it works

• Allow me to deliver a 
POC for you





Why a POC? Why 
now?

• 75% of companies will 
be succesfully 
attacked in 2025

• Almost 2/3 of attacks 
use some form of 
identity exploitation

HALF OF US WILL 
SUFFER FROM 
IDENTITY BASED 
ATTACK



Thank you
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