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Recent Identity Security attacks

September 2022 September 2023 October 2023 January 2024
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Brief History of Machine Identities Threats

Machine Accounts
Abuse

DevOps Environment
Credentials Compromise

OAuth Application
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2011
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NEW PARADIGMS 
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Privileged Access Management (PAM): 
Is it Still Relevant?

Year: 2000

HD size: 80GB

 

Year: 2007

HD size: 1 TB

Year: 2014

HD size: 10TB

Year: 2022

HD size: 20TB





Spectrum of Secured Environments
Zero Trust Access for All Identities

Access with personal admin account 

Standing 
Access

Federated 
Access

Access with shared account

Assume admin role for elastic workloads 

Assume admin role for cloud native services

Assume admin role for web apps 
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Risk Reduction Using Different Methods
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The challenge of cloud access

Require access to:

• Compute services and hosts
• Networking services 
• Storage services
• Database + BigData services
• Deployment services
• … and more

“Our applications run on servers”

“Our applications run on services”

In the Cloud: Users ARE Admins

Windows Admin

Require access to servers. 

Linux Admin DB Admin

Sample architecture – media app in Microsoft Azure 

DevSecOps Engineers
Contract 

Developers
Data 

Scientists

On Premise: Users OR Admins
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Secure Access to the Cloud Services

Eva - Cloud Engineer

The cloud console, 
services and 
Infrastructure

Same scope/same 
Permission

Build, Test,
Deploy

Regular, Daily Use

Expected experience: native access, no need to submit an access request

Policy-based access

Who What Why Frequency









Prioritizing Privilege Controls

Zero Standing Privileges

Just-in-Time Access

Standing Access

Unmanaged 
Access

Just-in-Time Access
• When ZSP controls are not possible – JIT is a good alternative control.
• Significant risk reduction is achieved by implementing access upon 

request.
• Use is subject to ZSP availability.

Zero Standing Privileges 
• This should be your default method for privilege controls.
• Highest possible risk reduction with a lower effort to implement.
• This should be the highest volume of your privileged access. 

V
o

lu
m

e 
o

f 
ac

ce
ss

 

In
fr

eq
u

en
t

R
ar

e
H

ig
h

Standing Access - Secured by PAM – Vaulted and Isolated 
• There will be system access. E.g. Cloud root accounts – You cannot 

neglect - Safe storage and privilege controls ALWAYS  needed.
• Risk reduction is achieved through isolation and rotation of the 

accounts.
• This should be the lowest volume, representing a decreasing number

 of accounts.

Unmanaged Access
• This should not exist, but you should always track and account for any 

unmanaged access with the goal of putting them under management
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The Evolution of Securing Machines Pragmatically

Pre-2015
• CLI / BASH / PowerShell

• JAVA

• .NET

• C#

• MAINFRAME

2017
• CI/CD Tools

• ANSIBLE

• k8s Cluster

• OpenShift

2023-Today
• Dynamic Secrets

• Cloud Key Vault

• Cloud Key Managament

• External Driver Operator

2018-2023
• Cloud Native 

• AKS / EKS / GKE

• Serverless
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Secure Certificates, PKI and Secrets. Automate and Prevent Outages

Secure Access: Certificate & DevOps Admins, IT Resources
CyberArk PAM /CyberArk Identity Security Platform

Secure 
Admin & IT 

Resource 
Access

Certificate and PKI Management Secrets Management

• CLM (Certificate Lifecycle Management) 
• PKI (Public Key Infrastructure)
• Certificate discovery 
• Code signing

• Centralized secrets management
• Secrets discovery
• Rotated and dynamic secrets

Secure 
Machine 

Identities

Machine Identity Security

IoT/OTAPIsApps Workloads BotsInfrastructure

Expanded Capabilities Secure All Machine Identities
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Attack chain reminder
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Attack chain reminder
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Thank you!
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