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Decades of Innovation
FortiGuard & SecOps Driven AI
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1 Patent
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Playbook Creation

7 Patents
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and storage,WiFi,
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Sandbox

6 Generations of AI
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A.I. Patents
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FortiGuard Labs
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More Targeted to Industry

Ransomware & Wipers

Encrypt data and hold for ransom

+ threat to release publicly if ransom not 
paid

+ threaten to release customer's data if 
ransom not paid

+ threaten to destroy the data to make 
it unrecoverable

Faster Infections More Levels

$

$$$$

$$$

$$

Double Extortion

Triple Extortion

Quadruple Extortion

Extortion

Ransomware engagements by 

industry

On average new exploits saw attacks 
in 4.75 days in 2H 2023, 43% faster 

than 1H 2023

Increasing pressure to keep paying

44% of Global Ransomware

Targets OT
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Electricity, Oil & Gas Auction at 0.5

For Sale: Initial Access Brokers
Initial Access Brokers
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Hackers Leveraging AI to Attack
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What’s wrong?
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Published Poisoned Dataset
Publish Poisoned Dataset
MITRE AML.T0019 
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Mobile Phone Farms
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TARGET

Machine Learning Quiz

Animal Mammal Four Legs Gray Fur

5kg

Around 5 kg

Short 

Tail

Long 

Ears
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Artificial Intelligence - Challenges



Beyond the Hype
Harnessing AI for greater value and efficient services
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2023 Gartner Hype Cycle for AI

Generative AI
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2015 Gartner Hype Cycle

Machine Learning



© Fortinet Inc. All Rights Reserved.

Machine Learning

Supervised machine learning
▪ Train using “labelled” data

▪ System learns to identify objects

Unsupervised learning
▪ Establish a baseline behaviour

▪ Trigger when behaviour does not conform to baseline
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FortiGuard Malware Processing Cycle

▪ Malware detection must be fast and efficient

▪ Fortinet uses industry-leading signature mechanisms to achieve this

▪ Combination of fast hashing, and Content Pattern Recognition Language for polymorphic malware

Internal

sources
Vendor

sources

Community

sources

Commercial

sources

Create 
Signatures

Look for 
polymorphic 

variants

CPRLSIG

TYPE(pe)

H(IS_NOTDLL)

SZ(GT,8000)

setIP(PE_HEADER)

W(0x5c) chk(word & 2, 2) //check version

getSecNum()

setIP(SECTION_HEADER)

W(8) getD($m1) // last section VS

W(4) getD($m2) // last section RS

cmp($m2 >= 0x2300) cmp($m1 >= 0x2300) // min

W(0x10) chk(dword & 0xE0000060, 0xE0000060) // last section char

S(1,END) op($m1 = $IP) op($m1 -= 0x2000)

S(0x2a00,END)

c3e09355​

b8b955cb​

2e090ee7​

733b3ea6​

03d3bca5​

bdc659ac​

9d2cd7e2​

5bb19e93​

99b5c35d​

51476afd​

63a8bb28​

File Store

Validate
Samples



Beyond Machine Learning
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GenAI Is a Small, but Growing, Segment of a Much 
Bigger Opportunity

Source: IDC’s Worldwide AI and Generative AI Spending Guide, August (v2 2024)
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35%
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Rest of AI

PRELIMINARY WW Al and GenAl Spending, 2023-2028

In 2028

$625 billion
total WW Al market

of which

$215 billion
will be GenAl
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AI comes with cost
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FortiWeb
M A C H I N E  L E A R N I N G
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Web Protection
Zero-day attack protection

 using two-layer solution , Anomaly 
verification, continuous learning

Bot mitigation
Behavioral learning using 

based on different traffic dimensions, 
automated verification using 

training samples

API Discovery 

and Protection

API Discovery using URL 

clustering with schema awareness, 
automatic schema generation, 

schema enforcement

Threat 

Analytics

Analyze millions of events using ML 

to identify common characteristics 
and patterns and group them into 

meaningful security incidents
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All Anomalies

Traditional WAF Application Learning Detection

THREAT 

DETECTION

Application 

Traffic

Whitelist matching 

using observed request 

traffic during “learning 

windows”

= Normal Request

= Benign Anomaly

= Threat

✘ ✘ ✘

BLOCKED

Blocked Request Traffic 

(with false positives)

Allowed Request Traffic (with false negatives)

Known Issues/Limitations

• Blocking all anomalies leads
to high false positives

• Accuracy requires labor 
intensive fine tuning

• Unobserved variations

trigger anomalies
• Whitelisting characters used

in attacks leads to threats
evading detection

• Changes to application

require relearning

THREAT 

DETECTION

Application 

Traffic

Whitelist matching 

using observed request 

traffic during “learning 

windows”

= Normal Request
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FortiWeb Employs Two Layers of Machine Learning

ANOMALY 

DETECTION

Application 

Traffic

✘ ✘ ✘

Statistical probability 

analysis based on 

observed application 

traffic over time

= Normal Request

= Benign Anomaly

= Threat

Anomalies

Allowed Normal Request Traffic

THREAT 

DETECTION

Pattern analysis 

matching based on 

FortiGuard trained and 

curated threat models

Threats

BLOCKED

Normal and Benign Traffic

Reduce friction when deploying web applications!
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ML – Machine Learning
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“To detect and mitigate 
sophisticated bots using 
behavioral analysis and deep 
learning algorithms.”

▪ Fraud

▪ Data theft/ ATO

▪ Spam

▪ Web Scraping

▪ Denial of Service

Threats:

▪ Negative brand 

image

▪ Financial losses

▪ Regulatory fines

▪ Customer churn

Unwanted 
Outcomes

FortiGuard Advanced Bot Protection
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Bot Attacks Cost, Immediately!
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Machine Learning based 

anomaly detection learns how 

your users interact with your 

application, delivering both 

improved threat detection and 

reducing the false positives 

that drive administrative 

overhead. 

Machine Learning for Anomaly Detection
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FortiAI
Why work harder when you can work smarter? 
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Generative AI

Show me the top websites by bandwidth AI
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FortiAI: Generative AI and More

Show me the latest known vulnerabilities
F

Create a report of events per critical incident for the last 30 days.
F

What blocking actions will help contain this incident?
F

What MITRE techniques does this threat actor employ?
F

The Dragonfly (Energetic Bear) group is known to use a variety of MITRE ATT&CK techniques. Here is a list of some 
common techniques that they have been reported to use:

1. Spear-Phishing Attachment (T1566.001): Using targeted phishing emails with malicious attachments to gain initial access.

2. Exploit Public-Facing Application (T1190): Attacking vulnerabilities in internet-facing systems to gain entry into a network.

3. Valid Accounts (T1078): Using legitimate credentials to maintain access and move laterally withing the network.

4. External Remote Services (T1133): Using remote services such as VPNs to maintain access.

5. PowerShell (T1059.001): Using PowerShell scripts for execution of various tasks.

6. Credential Dumping (T1003): Acquiring user credentials to further compromise systems and maintain access

Type a message
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Leverage multiple AI technologies. Leverage the large threat landscape. Leverage Fortinet platform and fabric integrations

AI For Data Protection

Detect and prevent data leakage when 

Large Language Model (LLM) 
deployed in cloud applications，

AI for NoC and SoC 

Harness network and security operation 

with FortiAI Advisor in FortiSIEM, 

FortiSOAR, FortiManager and 

FortiAnalyzer

AI for Threat Detection

AI and ML to continuously train the 

models to improve accuracy and 

speed in threat detection

AI for Networking

Moving towards a self-healing 

network model.

Fortinet AI: Applies AI where They Fit Best
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Unified by FortiAI - Autonomous Cyber Defense

Guide, simplify, and automate

Save time on complex tasks 
Make optimal decisions
Rapidly respond to threats 

Simplify configuration & changes
Quick troubleshooting

Automate enforcement

NOC SOC

FortiAnalyzer FortiSIEM FortiSOARFortiManager

FortiAI: Built-in GenAI capabilities for the simplified NoC and proactive SoC
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FortiAI GenAI Assistance in FortiAnalyzer & FortiManager

GenAI IoT Security Assistant

Increase analyst productivity and narrow the 

skills gap with Gen-AI assistance built into the 

user experience. 
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Threat Hunting with FortiAnalyzer’s GenAI Assistant FortiAI

Telemetry Analysis Turns Data into Action

Analysts can use natural language queries to 

retrieve log statistics based on specified filters, 

groupings, and time ranges. 

➢ “Show me threats without blocking happening 

on risky destinations" 

➢ "Give me the statistics of malware activities 

detected today by threat name" 
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FortiAI GenAI Assistance in FortiAnalyzer

Visualize with Graphical Representations 

Benefit from graphical representations and charts 

to make sense of log data using voice commands. 

➢ "Render a pie chart for blocked threats by 

destination IP" or "Show a bar chart of 

malware activities by threat type"  
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FortiAI on FortiManager
Unleash the Potential of FortiManager and Transform Network Operation

Day 0-1: Quicker Configuration with 

Consistency:

• GenAI-Assisted Scripting

• CLI, Jinja and VPN Advisor 

• Syntex Validation and inline editing

• Save scripts and template for execution
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FortiAI on FortiManager
Unleash the Potential of FortiManager and Transform Network Operation

Day 2: From Re-Active to Proactive:

• IoT Device Assistant

• Drill-down on Vulnerabilities

• Recommended actions

• Reporting 
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Fortinet AI is a Holistic Fabric Play

FortiAnalyzer

FortiSIEM

FortiSOAR

SD-WAN

Public Cloud

Support Portal

FortiManager

FortiAIOps

FortiMonitor

FortiNDR

FortiSandbox

FortiGuard Services

FortiEDRFortiGuard

AI

Best Practices

AI

SOC
AI

AI-Powered Platform

NOC
AI
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Compliance 
Reports

Trainings

Outbreak 
Report

Posture 
Assessment

QBRs

MFGS 
Engagement

Self 
Remediate 

Request 
Assistance

FCT 
Forensics

Botnet/C&C

Lateral 
movement

Unauthorized 
AccessCompromised 

Hosts

Malware
Outbreak 

Alerts

RESPONSE

What is SOCaaS?

RECOVER

DETECTIONS

SOCaaS

SOAR 
Playbooks

FGD AI / Machine 
Learning 

MITRE Mapped 
Detection Rules

Experts Triage

Self Extracted 
Indicators

Outbreak Telemetry

FortiGuard Intel & IOC 

FortiGate & Cloud Logs

FortiSASE Logs

FortiClient Logs

FortiEDR Logs 
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