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%) Decades of Innovation & 182 g

: : FortiGuard Patents A.l. Patents
FortiGuard & SecOps Driven Al
18 Patents 7 Patents
ZRaSn L e coi P LoasSeancows Kol v
Biltgctio, = g:::rgﬁ';‘:‘;rifa DNS' Adaptative Labeling,
= FortiAl I =y
Neural FortiAdvisor
FortiGuard FortiGuard Web- FortiGuard Al Fortiweb NEIE FortiNDR Al GenAl in
e FortiGuard Filtering Neural for Spam Al for for Zero- for Suspicious FortiSIEM
Engine Web-Filtering Networks for Signature Botnet Day Network and
Heuristics Category ML Malicious IOCs Classification Traffic Malware Activity FortiSOAR

@ @ @ @ 2016 @ 2018 - 2020 2022 2023 2024

FortiMail FortiGuard FortiGuard FortiSandbox Al FortiGuard FortiEDR Al for FortiGuard Al FortiSOAR
SEVESED! Malware AutoCPRL — Al for Malware Web-Filtering Al Malicious File & for Web- Al for
Training Clustering ML to Generated Behavior for Explicit Traffic Behavior Filtering in Playbooks
Identify Botnet Detections for Analysis Content Sites Different
Traffic Zero-Day Languages
Ma'Ware 1 Patent q
Malware Classification 9 Patents J=&

Malware Classification
and ldentification, DNS,

6 Generations of Al Moy Cronin



' FO r‘“ G u ard L abs Over 50% of the World’s

Firewalls Power 3y

VISIBILITY 4 INNOVATION I ACTIONABLE THREAT
INTELLIGENCE

Firewalls (HW/vM/ SASE)

A\ 12M+
Q\ CERTs .

Telemetry

Kiﬂ Enforcement
w j W

Partnerships

{ CYBER
THREAT CTA feeds '(“)
Web | |
250M+
Sandbox
OSINT
1M+
Trusted Emails
Partnerships
100M+
Darkweb . [
Research
Endpoints
3M+
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Ransomware & Wipers

More Targeted to Industry Faster Infections More Levels

Extortion

$ Encrypt data and hold for ransom

Double Extortion

$ $ + threat to release publicly if ransom not
paid

El&l

FFFEFFEFFEFFKFEFE
FFE

3 5 Triple Extortion
d a.yS $ $ $ + threaten to release customer's data if

ransom not paid

FFFFFFFEFFEFFEFFK
FFFFFFFEFFEFEFFK

Quadruple Extortion
+ threaten to destroy the data to make
it unrecoverable

44% of Global Ransomware
Targets OT

Ransomware engagements by On average new exploits saw attacks Increasing pressure to keep paying
industry in 4.75 days in 2H 2023, 43% faster
than 1H 2023



For Sale: Initial Access Brokers

Initial Access Brokers

Brok3r .+ S @) €
&« C © brok3r7bhcblynwpoymgarr6zweyatttbhkhcmotz4lw2gcsuojgaeqd.onion v O ¥ & =
Hospitality Revenue About 2,600 users
$3B and 1,600
Computers
01D23
Selling access to Corporate/Enterprise networks around the world! e School district Revenue  About 18,000
A Daily update! headquartered $195M users and
: in Danbury 4,200
Last update: July 01, 2023 c
omputers
Available networks: 31
Sold networks: 17
Total networks: 48 | OO
These networks always provided with full domain control privilege.
" . #GHO(
Including Domain Admin credentials, All AD users creds/hashes, DNS zones and objects,
Domain trusts... and all other information that may useful for easily network takeover! Law firm Revenue About 200 users
You only should plant your beacon/backdoor and start working. company $10M and 300
computers
Different countries, Different revenue, Different categories, Different scale and Different price!
The base price is 0.5 @ and can be changed depending on the network.
Deal rule: Once you have made your choice, send the desired code, you will receive
general information such as internet domain, zoom information and network price. If approved, 7
you will need to share your wallet with enough balance and then we will go to the test phase to f Sloctclty,  Rovenue;  About:200
- S\ A Oil & Gas $370M users and 1,600

prove the existence of the network and you can check the domain admin privilege, access computers

level, network scale, AV/EDR used and other things that may be important to you. Check it out
and finally go to pay and make a successful deal!

Electricity, Oil & Gas Auction at 0.5

© Fortinet Inc. All Rights Reserved.



Hackers Leveraging Al to Attack

Cyber Attack
Paradigms

Annual # of
Global CVEs

Annual # of
Ransomware
Attacks

Significant
Threat Incidents

o & &

DDo S Network

(N & 6B B & b 6 6B

Virus

Spam Botnet Web Advanced Ransomware Insider Attack Destructive Al-enabled
Malware Worm Phishing Threats Threats surface
SQL IIS Server SQL Server LSASS XSS DNS Cache Heartbleed Shellshock Poodle Bluekeep MSSP Wiper Al Swarm
Buffer 1 ‘ Buffer Poisoning 1 ‘ & SSL
Overflow Overflow ‘ Meltdown
201371 20828
i ! ‘ 7939 645
6610 6520 i ! i
4935 ! 35632 5736 | 5297 5191!

goa 1020 1677 216 1527 445,

——

an 3 s
‘ ‘ ‘ ‘ PO
Melissa Code Red Slammer Sasser Zeus Conficker Stuxnet iCryptoIockeri Wannacry VP NFilter Log4J, " Hermetic Swarmbot
: : : : : : Kaseya, Wiper
‘ ‘ . Solarwinds |
1990-1999 | 2000—2001 2002- 2003 2004- 2005 2006- 2007 2008- 2009 2010- 2011 2012- 2014 2015- 2017 2018- 2019 2021 2022 2023+
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What’s wrong?

-nw © Fortinet Inc. All Rights Reserved.



Publish Poisoned Dataset
MITRFE AML.Toox19




Mobile Phone Farms
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Machine Learning Quiz

Four Legs Gray Fur Around 5 kg

Short
Tail

Long
Ears

TARGET
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Artificial Intelligence - Challenges

© Fortinet Inc. All Rights Reserved.




Beyond the Hype

Harnessing Al for greater value and efficient services




2023 Gartner Hype Cycle for Al

Hype Cycle for Artificial Intelligence, 2023

| o
Generative Al
Smart Robots Generative Al
Responsible Al
Neuromorphic Computing
Prompt Engineering
Foundation
) Artificial General Intelligence Models Synthetic Data
: Decision Intelligence ModelOps
(=] Al TRISM
-= Operational Al Systems
s Composite Al
o Data-Centric Al
Q () EdgeAl Computer
n Al Engineering Vision
» Al Simulation -
Ll Causal Al
Cloud Al (fpo o abeli
Services ata Laneing
Neuro-Symbolic Al Knowledge Graphs and Annotation
Multiagent Systems Intelligent Applications
First-Principles Al Autonomous Vehicles
Automatic Systems Al Maker and Teaching Kits
Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
Time
Plateau will be reached:
() less than 2 years ® 2to5years @ 51010 years A more than 10 years &) obsolete before plateau As of July 2023
gartner.com

Source: Gartner
® 2023 Gartner, Inc. and/or its affiliates. All rights reserved. 2079794

Gartner.

© Fortinet Inc. All Rights Reserved.




2015 Gart

ner Hype Cycle

Machine Learning

Emerging Technology HypeCycle

[~ Internet
‘ech-to-Speech Translation

Machine Learning
@ Wearables
. Cryptocurrencies

‘ Advanced Analytics With bl |—
Self-Service Delivery q

Smart Advisors @@

Micro Data Centers
. Consumer 3D Printing
. Natural-Language Question Answering

Digital Dexterity (@

Software-Defined Security

Neurobusiness @

Citizen Data Science
Biachips @
IoT Platform (@
Connected Home
Affective Computing (@
Smart Robots @
3D Bioprinting Systems .'
for Organ Transplant 3
Volumetric Displays @
Human Augmentation @
Brain-Computer Intetface @
‘Quantum Computing ‘

@ Hybrid Cloud Computing

@ Augmented Reality

Expectations

o-/L

@ Bioacoustic Sensing

. People-Literate Technology
@ Digital Security
. Virtual Personal Assistants
Smart Dust
Innovation :_Ief:;:; Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
‘ —
. . Time
YYears to mainstream adoption:
@® 2to5 years . 510 10 years @ more than 10 years g« obsolete before plateau
Gartner.

less than 2 years

gartner.com/SmarterWithGartner

@ 2015 Gartner, Inc. and/or its affiliates. All rights reserved.

l— Cryptocurrency Exchange

/ L Enterprise 3D Printing
@

L Gesture Gontrol

~

L Virtual Reality
Autonomous Field Vehicles

As of July 2015
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Machine Learning

Supervised machine learning
Train using “labelled” data
System learns to identify objects

Unsupervised learning
= Establish a baseline behaviour
= Trigger when behaviour does not conform to baseline

© Fortinet Inc. All Rights Reserved.



FortiGuard Malware Processing Cycle

New malware from all sources per week

10000000

5000000

8000000

7000000

6000000

2000000

4000000

3000000

2000000

1000000

2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018
Source: FortiGuard Labs

- © Fortinet Inc. All Rights Reserved.
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Intelligent Machines
Broadly defined

Artificial Intelligence

__ Pattern Recognition
g Learning general patterns from
data

~ Neural Networks
Learning general patterns in
unstructured data (i.e. images,
text, audio, etc.)

‘ Large Language Models
~ Learning to understand natural
language (i.e. text)




GenAl Is a Small, but Growing, Segment of a Much
Bigger Opportunity

Millions
$700,000

$600,000

$500,000

$400,000

$300,000

$200,000

$100,000

PRELIMINARY WW Al and GenAl Spending, 2023-2028

In 2028

$625 billion

total WW Al market

of which
$ 2 1 5 b . I I .
will be GenAl
2028
Source : IDC’s Worldwide Al and Generative Al Spending Guide, August (v2 2024) © Fortinet Inc. All Rights Reserved. 20




Al comes with cost

Generative Al Power Demand (Base Case)

VOFund
236.6

2120

1634
1479
100.0 904
49.3 458
2.5
2024E 2025E 2026E - On average, a ChatGPT query needs nearly 10 times as much
electricity to process as a Google search. In that difference lies a

M 4 chips per semver 8 chips per server

coming sea change in how the US, Europe, and the world at large

or a nearly 5x increase in generative Al power demand over the next three . "
Y 5 ' will consume power — and how much that will cost.

- 2. - .- ' . o P P

Forbes

Al Power Consumption:
Rapidly Becoming Mission-
Critical

Beth Kindig Contributor ©®
Free stock tips and stock research newsletter at m

https://io-fund.com

A B o Jun 20, 2024, 04:13pm ED

Big Tech is spending tens of billions quarterly on Al accelerators, which
has led to an exponential increase in power consumption. Over the past
few months, multiple forecasts and data points reveal soaring data
center electricity demand, and surging power consumption. The rise of
generative Al and surging GPU shipments is causing data centers to
scale from tens of thousands to 100,000-plus accelerators, shifting the

emphasis to power as a mission-critical problem to solve.

© Fortinet Inc. All Rights Reserved. 21



FortiwWeb

MACHINE LEARNING

@

© Fortinet Inc. All Rights Reserved.
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Application

Traffic

HENONONNANNE

. = Normal Request

THREAT
DETECTION

using observed request
traffic during “learning
windows”

All Anomalies

AGOOGAALGALGAOGO

Blocked Request Traffic
(with false positives)

raditional WAF Application Learning Detection

Known Issues/Limitations

Blocking all anomalies leads
to high false positives
Accuracy requires labor
intensive fine tuning
Unobserved variations
trigger anomalies
Whitelisting characters used
in attacks leads to threats
evading detection

Changes to application
require relearning

:IIIIAIIIIIIIIIIIAI.IIIIIIII}

Allowed Request Traffic (with false negatives)

© Fortinet Inc. All Rights Reserved.




Fortiweb Employs Two

ANOMALY
DETECTION

Application

Traffic

HENONOENNANN OROEEANN
XX X

. = Normal Request

. = Benign Anomaly

A = Threat

Layers of Machine Learning

THREAT
DETECTION

SECURED BY AAAAAAAA BEERE

FORTIGUARD.

Pattern analysis

matching based on
FortiGuard trained and
curated threat models

Allowed Normal Request Traffic Normal and Benign Traffic

Reduce friction when deploying web applications!

© Fortinet Inc. All Rights Reserved.




ML — Machine Learning

Model Information

® Anomaly 2

@ Regular 223

25

© Fortinet Inc. All Rights Reserved.



FortiGuard Advanced Bot Protection

“To detect and mitigate
sophisticated bots using
behavioral analysis and deep
learning algorithms.”

f & Unwanted
| I29d Outcomes
= Fraud = Negative brand
- Data theft/ ATO image
= Spam = Financial losses
= Web Scraping = Regulatory fines

= Denial of Service = Customer churn

26



Bot Attacks Cost, Immediately!

E What's On » Music & Nightlife » In The News

Taylor Swift fans fume as 'bot message' leaves them unable
to access ticket sale Nike Shoe Bot _

https:/f'www.nikeshoebot.com .-,
Multiple fans have taken to social media to complain after being denied access to the AXS website ; ;
by i-kets apter baitia ldeAiied 453 hotehHal hoP NikeShoeBot | Sneaker Bot | Shoe Bot | Automatically Buy ...

I This article contains affiliate links, we will receive a commission on any sales we generate from it. Learn more HH‘-"""I.(_] been in this qamt‘ for over 8 E"Ears.- we know that a sneaker bot is the Gnl}'l wa}'l to (JEt
limited-edition sneakers at retail. NSB is the first sneaker bot to ...

o Best Mike Bots © Nike Bot Protection - How Much Do Sneaker Bots... - Proof It Works

By Catherine Addison-Swan

13:08, 18 JUL 2023 UPDATED 14:56, 2 AUG 2023
Fing things to 6o Around 600,000 of the supermarket’'s 12 million loyalty program
WV All events W All dates Q

members have been warned about a cyberattack.

UK. supermarket giant Tesco is warning on alcredential-stuffing attack fhat potentially

affects 600,000 members of its Clubcard oy Stty-progre

It said that it detected cybercriminals trying out different name and password combos,
gleaned from a database of stolen usernames and passwords for other services, on
Clubcard accounts. The efforts were partially successful, it said, so out of an abundance of
caution, it is replacing cards and requiring shoppers to set up new credentials.

" © Fortinet Inc. All Rights Reserved. 27



Machine Learning for Anomaly Detection

ATTACKS/THREATS

BOTNETS, MALICIOUS HOSTS,
ANONYMOUS PROXIES, DDOS
SOURCES

APPLICATION LEVEL
DDOS ATTACKS

IMPROPER
HTTP RFC

KNOWN APPLICATION
ATTACK TYPES

VIRUSES, MALWARE,
LOSS OF DATA

FORTIGATE AND FORTISANDBOX
ATP DETECTION

SCANNERS, CRAWLERS,
SCRAPERS, CREDENTIAL STUFFING

APl GATEWAY, SCEHMA VALIDATION,
JSON/XML LIMITS, XML ENTITIES

ZERO DAY
ATTACKS WITH MACHINE LEARNING

APPLICATION

IP REPUTATION

DDOS PROTECTION

PROTOCOL VALIDATION

ATTACK SIGNATURES

ANTIVIRUS/DLP

FABRIC INTEGRATION

BOT MANAGEMENT

API PROTECTION

ANOMALY DETECTION

®
&

o @

L

7

CORRELATION

User Threat Scoring

©

Machine Learning based
anomaly detection learns how
your users interact with your
application, delivering both
improved threat detection and
reducing the false positives
that drive administrative
overhead.

© Fortinet Inc. All Rights Reserved.
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arder when you can work smarter?




Generative Al

Show me the top websites by bandwidth Al

- © Fortinet Inc. All Rights Reserved. 30



FortiAl: Generative Al and More

What MITRE techniques does this threat actor employ?

The Dragonfly (Energetic Bear) group is known to use a variety of MITRE ATT&CK techniques. Here is alist of some
common techniques that they have been reported to use:

Spear-Phishing Attachment (T1566.001): Using targeted phishing emails with malicious attachments to gain initial access.
Exploit Public-Facing Application (T1190): Attacking vulnerabilities in internet-facing systems to gain entry into a network.
Valid Accounts (T1078): Using legitimate credentials to maintain access and move laterally withing the network.

External Remote Services (T1133): Using remote services such as VPNs to maintain access.

PowerShell (T1059.001): Using PowerShell scripts for execution of various tasks.

Credential Dumping (T1003): Acquiring user credentials to further compromise systems and maintain access

What blocking actions will help contain this incident?

Show me the latest known vulnerabilities

Create areport of events per critical incident for the last 30 days.

Type a message

© Fortinet Inc. All Rights Reserved. 31




Fortinet Al: Applies Al where They Fit Best

Leverage multiple Al technologies. Leverage the large threat landscape. Leverage Fortinet platform and fabric integrations

Al for Threat Detection

Al and ML to continuously train the
models to improve accuracy and
speed in threat detection

@ Al for Networking

Moving towards a self-healing
network model.

©

Al For Data Protection

Detect and prevent data leakage when
Large Language Model (LLM)
deployed in cloud applications,

Al for NoC and SoC

Harness network and security operation
with FortiAl Advisor in FortiSIEM,
FortiSOAR, FortiManager and
FortiAnalyzer

© Fortinet Inc. All Rights Reserved. 32




Unified by FortiAl - Autonomous Cyber Defense

FortiAl: Built-in GenAl capabillities for the simplified NoC and proactive SoC

SOC

Simplify configuration & changes
Quick troubleshooting
Automate enforcement

Save time on complex tasks
Make optimal decisions
Rapidly respond to threats

Guide, simplify, and automate

5 @

FortiManager FortiAnalyzer FortiSIEM FortiSOAR

-nw © Fortinet Inc. All Rights Reserved.
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FortiAl GenAl Assistance In

ADOM:root EFH@ ~ >»>. @~ L@~ o ranton v

B &

FortiAl

@ Here is a summary of the threat types detected in the
last 4 hours:

Threat Type Number of Incidents
malware-detected 1031
ips 801

Increase analyst productivity and narrow the

blocked-connection

0 @B 8 B8 8

failed-connection

skills gap with Gen-Al assistance built into the

m

The specific threats under the malware-detected
and ips categories are as follows:

L

user expe rience.
Malware Detected:

¢ EICAR_TEST_FILE: 1008 incidents

* W32/Kryptik.GSTC!tr: 9 incidents

* W32/Crypren.AFFL!tr.ransom: 8 incidents

* W32/Al.Pallas.Suspicious.AVEN: 6 incidents

Intrusion Prevention System (IPS):

* ip_src_session: 533 incidents

¢ ip_dst_session: 210 incidents

¢ tcp_port_scan: 4 incidents

* MS.SMB.Server.SMB1.MID.FID.Parsing.Rem
ote.Code.Execution (CVE-2017-0143): 54

m = © Fortinet Inc. All Rights Reserved. 34



Threat Hunting with

ADOM:root EF@ ~ >. @~ L@~ o ranton ¥

Threat Hunting FortiAl (2 I - x

O Last 1 Hourv  16:41:19 To 17:41:18 @
[+
Here are the compromised hosts that have exhibited

unusual behavior and need further investigation:
. . . . . N oo oot
Endpoint  Address System Detected

B e @

Compromised Hosts

B B8 8

2024-07-
02
17:38:24

2024-07-
02
17:38:41
620,920 - 2024-07-
02
17:38:56

Threat Type (5)

& M o @

File Hash (5) Threat Action Count

File Name (5)

#
1

Application Process (1) 2 detected 13,021
3

Application Name (66) blocked 4416

2 2024-07-
Application Service (12979) 02
HTTP Referrer (1) 17:39:13
2024-07-
02
17:39:30

Destination Domain (48)
Destination IP (713)
Source IP (202)

Event Action (31)

Event ID (54)

UEBA User ID (90)
UEBA Endpoint ID (179)
Data Source ID (8)

Analysts can use natural language queries to

retrieve log statistics based on specified filters,

groupings, and time ranges.

> “Show me threats without blocking happening
on risky destinations”

> "Give me the statistics of malware activities

detected today by threat name"

85




FortiAl GenAl Assistance In

®

Fortinet Logs FortiAl

11
=

FortiGate

Action

blocked

B B8 B

Traffic

All Devices¥ @ Any time v

a3

Benefitfrom graphical representations and charts °

@ ¥ Date/Time Device ID Action Source ervice Destination IP Vv

to make sense of log data using voice commands.

¢ b O

» "Render a pie chart for blocked threats by

or Antivirus logs
alware Report

destination IP" or "Show a bar chart of
malware activities by threat type" : e ey

hrough, monitored, analytics,
ed, infection-removed,

N © Fortinet Inc. All Rights Reserved. 36



FortiAl on FortiManager

Unleash the Potential of FortiManager and Transform Network Operation

[E] FMGVMésIM ADOM:CopA () o L2
@ Dashboard
25 Device Manager

Device & Groups Assigned to Der Variables Description Members Last Modified

Scripts

. . . .
Provisioning Templates T 2023-09-13 09:12:33 PDT UICker ( :Onfl uratlor] Wlth
Firmware Templates

irmware Templa - 5 terface_number predefined script for FGT-VM 2023-08-24 19:50:36 PDT

Monitors
split_hardware_ predefined script for FGT 40F/80E/100E. 2023-06-21 07:26:30 PDT

B Policy & Objects

.
split_hardware. predefined script for FGT 60F/90E 2023-06-21 07:26:30 PDT CO n S I S t e I I C .
24 VPN Manager & CUI Template (6) .

B AP Manager O | BGP_Neighbor_lin. Jinja template for configuring BGP with d... 2024-03-22 09:38:36 PDT

FortiSwitch Manager CorpA_BRANCH_. branch_id [Created by SDWAN Overlay Template: C. 2024-03-22 09:58:43 PDT

0

O | CorpA HUB1 CLI [Created by SOWAN Overlay Template: C. 2023-07-21 12:15:36 POT
O | CorpA HUB2 CLI [Created by SDWAN Overlay Template: C.. 2023-07-21 12:15:36 POT
0
m}
e

B Extender Manager
& FortiView General branch_id 2023-09-08 06:59:55 PDT

block yt 2024-03-21 16:12:21 POT

S * GenAl-Assisted Scripting

A General
B Incidents & Events O  CorpABRANCH_.. ClLi/linja | O Devices inTotal branch_id [Created by SDWAN Overlay Template: i 25 11:28:05 POT

s com v * CLI, Jinja and VPN Advisor

° O  CorpA HUB1 CLI... /Jinja O Devices in Total [Created by SOWAN Overlay Template: CorpA_HUB1_CLI 2023-08-24 19:50:36 PDT
FortiGuard

M Log View

B Fabric View

O  CorpA HUB2.CLI.. | ClLi/Jinja | O Devices in Total [Created by SOWAN Overlay Template: C... | CorpA_HUB2_CLI 2023-08-24 19:50:36 POT
& System Settings

* Syntex Validation and inline editing

* Save scripts and template for execution

FIRTINET

MacBook

- 37



FortiAl on FortiManager

Unleash the Potential of FortiManager and Transform Network Operation

B FMG-VM6s-kvM
@ Dashboard
&5 Device Manager

Device & Groups
Scripts

Provisioning Templates

Firmware Templates

Monitors

@ FortiGuard

& System Settings

FERATINET

M@ Add Device v 8B Device Group v &, Install Wizard

IF Search Q
@ Managed FortiGate (5)
% Brl
4+ Br2
# Cloud-Gateway
4+ HUB1
+ HUB2
Logging Devices (5)
& Managed FortiAnalyzer (1)
+ FAZ
Branches (2)
@ CloudGateway (1)
4 Cloud-Gateway
& DataCenter (2)
4+ HUB1
%+ HUB2

Device Name

4 Brl

+ Cloud-Gateway

+ HUB1

ADOM:CopA () >~ @~ L@~ @)aomin~

Config Status e IP Address Platform Description HA Sta g

: From Re-Active to Proactive:

Auto-update B 192.168.100.103

v Auto-update Br2 192.168.100.104 FortiGate-VM64-

* |oT Device Assistant
(A frziinion) Fodan ittt * Drill-down on Vulnerabilities
S * Recommended actions
* Reporting

MacBook

© Fortinet Inc. All Rights Reserved.
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Fortinet Al is a Holistic Fabric Play

FortiManager
FortiAlOps

s
(9

Best Practices
Al

SOC

=

FortiGuard
Al

FortiAnalyzer
FortiSIEM
FortiSOAR

FortiNDR
FortiSandbox
FortiGuard Services

© Fortinet Inc. All Rights Reserved.
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What is SOCaaS?

20

Compromised
Hosts

Botnet/C&C
DETECTIONS

Experts Triage @ @
@ Lateral vl
movement

@ FortiGate & Cloud Logs

= ﬁa FortiClient Logs

FGD Al / Machine SOAR
Learning Playbooks
. f f RESPONSE :0:
FortiSASE Logs W Self ReqieH
d : Remediate Assistance
. MITRE Mapped Self Extracted
e FortiEDR Lo gs Detection Rules Indicators
SOCaaS [
RECOVER @ Qutbreak
Report

e FortiGuard Intel & IOC

Compliance
Reports

Outbreak Telemetry

© Fortinet Inc. All Rights Reserved.
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